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AHHOTAIIUSA

JlaHHBI JOKYMEHT COAEPXKUT 00IIyt0 MHpopManuo mo ucmnonb3oBanuio APM mnomnb3oBartesns
«PYTOKEH OILIT 2.0», BXoasmero B COCTaB CpeACTBa KpUNTOrpauuecKoil 3amiuThl
unpopmanuu «PYTOKEH DUII 2.0», npennaznauenHoro ajs mu@poBaHus U paciimppoBaHus
COOOIICHNH, CO3/JaHUsI ¥ IPOBEPKH JICKTPOHHBIX MOATMCEH, XIIIMPOBAHUS COOOIICHUH.

CK3U «PYTOKEH DLII 2.0» BeIlTycKaeTcst B IBYX UCHOTHEHUsX 110 Kiaccam 3amutel KC1, KC2.

1. CucremHble TpeOOBaHUS

Jns dpynkunonuposanus 110 Tpebyercs:

o npammuue 6ubmmorexku CK3U «PYTOKEH DUIT 2.0» ayis ucnonb3yeMoi oreparmoHHOMN
CHCTEMBI;
e Hamuune cBoOogHOr0 USB-mopra;
e CK3U pyHKkunMOHHPYET HA POrpaMMHO-aNapaTHBIX TUIaThopmMax
Windows XP SP3/2003/Vista/2008/2008R2/7/2012/8/2012R2/8.1 (ia32, x64);
Linux;
FreeBSD;
Mac OS.

o AIIM/I3, cepruduuupoBanHoe no TpedoBanmsm @Cb Poccuu (s uconneHus 2).

Hcnonp3yemble anmnapaTHble MOAYJIH 10JKHBI ObITh MHUIIMAIN3UPOBaHbI 1pu nomouu APM 3KU
«PYTOKEH BULIT 2.0». 3anpemaercsi MHUIHAIU3UPOBATh CEPTUPHUITUPOBAHHBIC armapaTHbIC
MOJyJIH WHBIMH MPOTPAaMMHBIMH W amllapaTHBIMH CPEICTBAMH, a TAKXKE HCIIOJIb30BaTh TAaKHUE
MOJ1yJu B paboTe.

2. Onucanue GyHKIIHOHUPOBAHUS
APM monp3oBaresnsi TMO3BOJIIET BBIMOJHATH KpUNTOTpaduueckue omnepanud OuOIHOTEeKH
PKCS#11, ucnionb3ys ki1toueByr0 HHPOPMAIINIO, XPaHSIILYIOCS Ha alnapaTHOM MOJYJIE.

APM nonp3oBarens MoAaep>KUBaET BHIMOTHEHHE CIEAYIONUX POCCUMCKUX KPUMITOTpapUIeCKIX
anroput™moB: 'OCT P 34.11-94, TOCT P 34.11-2012, 'OCT P 34.10-2001, TOCT P 34.10-2012,
I'OCT 28147-89.

APM mnonb3oBarens mo3oiseT padotats ¢ CK3U Tonbko B pekuMe MOJIb30BaTENs.
APM nonk3oBartens npeaHa3HaueH Il BBIMOTHEHUS CISAYIOMUX () YHKITAN:

e mmdpoBaHUe, XAMIUPOBaHWE, (POPMHUPOBAHUE W TPOBEpPKA DIEKTPOHHOH IOIMHCH B
00J1aCTsAX MaMsTH TOKEHa,;

e cmeHa PIN-koma momp3oBarers;

e BHINOJIHEHHUE MOATMCH XKypHaia oneparnwii PYTOKEH ST 2.0.

APM monp30Batesst gaeT BO3MOKHOCTh HCIIOIB30BaTh TONbKO OnOaroTeky rtPKCS11ECP.dII,
BXOJAIIYyI0 B coctaB ceprudummposannoro npoaykra CK3U «Pyroxen DI 2.0», u He
MO3BOJISIET U3MEHSATD MIPEyCTaHOBJICHHBIE PeXUMbI pyHKIMoHUpoBaHus CK3U.



Cpok netictBust PIN-koma mons30BaTesnss He MOXKET TpeBbIIaTh 6 MecsieB. [1o ncreuennn cpoka
NeMCTBUS MONB30BATENIO TpeOyeTcs 0OpaTUThCS K aJMHUHUCTPATOPY OE30MaCHOCTH JJIsl CMEHBI

PIN-koma. Cmena PIN-koma ocymiecTBisieTcss B COOTBETCTBUU C 11. 4.6 v nipu oMo APM
3KHN «PYTOKEH BLIT 2.0x.

3. KiroueBble 10KyMEHTBI

B xauecTBe ki1r0ueBoi HHPOPMALIMH JOTKHBI UCIIOIB30BAThHCS KIIIOUH, TOJyUYEHHBIE IPU TOMOIIU
APM 3KU «PYTOKEH S31IIIT 2.0», Bxoasiiero B coctaB cepruduimpoBanHoro npoaykra CK31U
«Pytoken DLII 2.0». KintoueBas unpopmanus sBiasieTcss KOHPUICHINATBHOM.

[Mapomu mns pocryna k AM «PYTOKEH DUIT 2.0» (PIN-xoab1) sIBISIOTCS MEpCOHAIBHBIMU
NapoJIsIMHU U JJOJKHBI XPAHUTHCSI B TaliHE.

3.1.Cpoku aeiicTBUS KJII0OYei
Cpoxk elicTBUS KITIOYEH JICKTPOHHOM MOANUCH — He Oosiee TpEX JieT.

Cpoxk aelicTBUA KITIOUEH KITI0Uel MPOBEPKHU AIIEKTPOHHOM MOAMUCH — He OoJiee MATHAALATH JIET.
Cpok neicTBUSI CEKPETHBIX KITtoue — He 0osiee TPEX JIeT.

[To wucreyenunm cpoka xerictBus kmoueir AM  «PYTOKEH DOIII 2.0» mnepenaercs
aJIMUHHCTPATOPY O€30MaCHOCTH.

4. HUcnoan3oBanue nmporpaMmmsl B cpeae OC Windows

4.1. 3anyck nmporpaMmbl U ayTeHTH(PUKALMS
APM nonb3oBarens peanu3oBaH B BUje ucnoansemoro aiina UserARM.exe.

bubnuorexa dynkuuii crannapra PKCS#11, Bxoasmas B coctaB CK3U, npencrasiena B Bumae
daitna  rtPKCS11ECP.dll, wu  nmomkna  pacmonaratbcss MO0 B JHPEKTOPUH
C:\\Windows\System32\, 1u6o B T0ii sxxe qupeKTOpHH, uTO U HcnonHseMblit paitn UserARM.exe.

I[J'IH HaydaJia pa6OTI>I C BCTAaBbTC MOACOCANHUTC YCTPOﬁCTBO K CJIOTY U 3alTyCTUTC YTUIIUTY.

[Tpu 3anmycke ytminThl npejuiaraercss BBectd PIN-kox monb3oBatens i ayTeHTU(UKAMM Ha
CK3M.

Ayrentudukamms B CK3U «Pyroxken OUII 2.0» ocHoBeiBaetcsi Ha PIN-kozme
MOJIb30BaTENs, KOTOPHIN JOJIKEH COCTOATH HE MEHee 4eM W3 6 CUMBOJIOB (10 32) ¢ JJIMHOU
andasuta Oosiee 10 cumBosioB. CUMBOJIBI MOTYT BKJIIOYaTh B ce0s1 Kak OyKBbI M LIU(PBHI, TaKk U
3HAKH TMPENUHAHWS | T. II., T. €. JIIOObIe CUMBOJIBI, KOTOPbIE MOKHO BBECTH CO CTaHJAPTHOM
kJaBuaTypsl. Cpok AeWCTBUS MapoJIst 1O CMEHbI HE I0JKEH MPEBbIATh 6 MeCAIEB.

[Tpu nonwiTke BBecTu myctoil PIN-kon APM mosnbs3oBarens npekpaniaeT CBo padoTy.

Cwmena PIN-koma monb30oBaTensi OCYHIECTBISIETCS B COOTBETCTBUHM ¢ 1. 4.6 wim mpw
nomotnu APM 3KU ««PYTOKEH 31111 2.0».

IIpumeuanue. [lpu 10 Heynaunbix nombiTkax BBoga PIN-koja monp3oBatens AOCTYI K TOKEHY
OJIOKHMpYETCS U UCIOIB30BAaHUE €r0 MPH MOMOIIM YTUIUTHI CTAHOBUTCS HEBO3MOXHBIM. [lpu
OJIOKHPOBKE TOKEH IepeAaeTcs aaMUHHUCTpaTopy Oe30macHOCTH U mepedopMaTupyercs Mpu
nomoni APM 3K «PYTOKEH SIIIT 2.0».



APM nonwzoeatena Rutoken ECP

MHopMaLMA 0 ToKEHE
CepuitHeli HoMep: I 0025384242

MeTka: I Label

KoHTPONBHEA CYMME: I 93ff562b (0K)

XS\WMPOEaHWE |I'Ion.nw::|:- I MpoBepka NoANKMOA I LWndposaHue I CmeHa PIM-+«ona I HypHan onepam

Ofzop |

Obzop |
BEINONHATE I

™ MOCT P 34.11-2012 (256 GuT)

" TOCTP 34.11-2012 (512 6uT)

—HypHan
C_GetFunctionList - CKR._OK
C_EX_GetFunctionListExtended -> CKR_OK
C_Initialize -> CKR_OK

C_GetSlotlist -> CKR_OK

C_GetTokenInfo -= CKR_OK
C_E¥_GetTokenInfoExtended -= CKR_OK

C_OpenSession -> CKR. 0K

Pucynoxk 1

B none HMudopmanusi 0 TOKeHe MOXXHO YBUAETh CEPUMHBIA HOMEpP, METKY TOKEHa H
KOHTPOJIbHYI0O CYMMY MMKpPOIIPOIPaMMbI, BBIUHCIISEMYIO TpHU 3alycKe yTUIUTHL. B ciydae
KOPPEKTHOI CyMMBI MUKpOIIporpamMmel, B Tiojie Kontposbaas cymma Oyzaet ctosars craryc (OK).
[Ipu noBpex1eHNN MUKPOIIPOrPaMMBbI TOKEHA B II0JIE HAXOAUTCS 3HAUEHUE

0000 (HeBepHast KOHTPOJIbHASI CYMMa).

4.2. XammpoBaHue
Jlnist BeIONTHEHHST (PYHKIIMU XOIIMPOBAHUS COOOIIEHUS TpeOyeTcs

BBIOPATh BKJIAIKY X3IIMPOBAHUE;
B niosie Bxoanoii ¢aiin ykaszare ¢aiin, cogepxanmii cooduienue;
B niojie BoixoaHoii ¢aiin ykazats umMs ¢aitsia, B KOTOpBIN Oy1eT coXpaHeH X3l

B 110JI€ AJITOPUTM BBIOPATh, [0 KAKOMY CTaHJIAPTY MPOU3BOJIUTE BHIYMCICHUE 3HAYCHUS
xour-¢pyukiun: FOCT P 34.11-94, TOCT P 34.11-2012 (256), TOCT P 34.11-2012 (512);
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® HaXaTb KHOIIKY BbInoJHUTS.

Pe3yabpTaToM BBINONHEHHS (DYHKIUHM XOUIMPOBAHUS SBISETCS BBIXOAHON (haiiyl ¢ pacuIMpeHneM
*.dig, BriIrouaromimii B ce0s X311 OT COAEPIKUMOI0 BXOIHOTO (haiina.

APM ITIOJIB30BATCJIsI HE ITO3BOJISICT BBIITIOJIHATH onepaumo XSIHI/IPOBB.HI/IH JUIA HYCTOFO BXOJIHOT'O
daiina u BeiaeT omnoky HexkoppekTHasi 1JMHA JAHHBIX.

MHopMawMa 0 TokeHE
CepuitHEIi HoMep: I 0025384242

MeTHa: I Label

KoHTponNEHaA CyMMa: I a3ffsa2b (OK)

X3WHMPOBaHKE |I'Icn.nv1c:- I MpoBepKa NoanKo I LLndposatne I Crera PIN-+oaa | AypHan onepauym

BxogHoi dain:

| C:\Test\text. tet

BeixoaHol daiin:

I C:\Testthash.dig Cbzop

ANropuTH
BeinonHWTE
¥ TOCTFP 34.11-94

™ MOCT P 34.11-2012 (256 GuT)

" MOCTP 34.11-2012 (512 6ur)

—HypHan
C_GetFunctionList -= CKR_OK
C_EX_GetFunctionListExtended -= CKR_QK
€_Initiglize -= CKR_OK
C_GetSlotlist -= CKR_OK
C_GetTokenInfo -= CKR_OK
C_EX_GetTokenInfoExtended -= CER_OK
C_OpenSession -= CKR._OK
C_Login -> CKR_OK
C_DigestInit ->» CKR._OK

igest -= CKR_OK

Pucynok 2

4.3. DJaeKTpPOHHAS MOANUCH
JI71s1 BBIMIOSTHEHUS JICKTPOHHOU TTOANHCH (aiina Tpedyercs

e BBIOpaTh BKIaAKy Iloamuce,

e B nosne Aaroput™m Beiopate [OCT 34.10-2001 wu T'OCT 34.10-2012,;

e B nose Koy BeIOpaTh KO AIEKTPOHHON MOJIITUCH, XPAHSIIUICS Ha TOKEHE;

e B mosie BxoaHoii ¢aiia ykaszares aiii, cogepKumMoe KOTOPOro CIeAyeT MOANMUCATD;
e B 1osiec BeixoaHoii ¢aiia BBecTn uMs (aiisia, B KOTOpBINA OyIeT cOXpaHeHa MO/IMHKCH;



B I0JIe AJITOPUTM BBIOpATh alIrOpUTM, MO KoTopomy Oyzaer moanucad ¢aitn: [OCT P
34.10-2001 wmu 'OCT P 34.10-2012;

HOJATBEPAMTH ONEPALUIO Ha SKPaHE YCTPOICTBA JOBEPEHHOW BU3YyaTU3aIiH;

HaxaTh KHONKY Iloanucars.

PesynbraTom omepanuu 37M€KTPOHHON MOINMUCH SBISETCS BBIXOJHOHN (ailyl ¢ pacmmpeHnem
*.Si¢, BKIIFOYAIOIINI B ce0s1 MOAMKCH COAEPKMMOT0 BXOIHOTO (haiia.

~ MrdopMaLsa o ToKEHE
Cepwiivsiii vomep: | 0825384242
MeTra: |RuhkenECP<mhbd:-

KOHTpONEHaRA CyMMa: |6}‘fd9rF49{CI{}

¥swvpoBaHwe MNoanuos ]rbouemamnmlu.h&poam] Chena PIN-«ona | )Kwunnnenml

Koneod:
|ECP_ARM_2 - 32 - 256 bits

BoaHoii dain:
| C:\Test\text. tit

dain noano:
| C:\Testressign.sig

ANropyTH BLMMCNEHAR MOANWOA:

II'DCTP 34.10-2012 (256 6uT)

~ MypHan

C_FindObjects -> CKR_OK
C_FindObjects -> CKR_OK
C_FindObjectsFinal -> CKR_OK
C_GetatiributeValue -> CKR_OK
C_GetAttributeValue -> CKR_OK
C_GetAttributeValue -> CKR_OK
C_GetAttributeValue -> CKR_OK
C_GetAttributeValue -> CKR_OK
C_FindObjectsInit -> CKR_OK

C FindObjects -» CKR Ok
C_FindOhjectsFinal -> CKR. 0K

Pucynok 3

4.4. TIpoBepka 3J1eKTPOHHOMH MOANUCH
J{1st mpoBEpKH IIEKTPOHHOM MOATUCH TpeOyeTCst

BHIOpaTh BKIanKy IIpoBepka noanucw,



e B nose Kitiou BEIOpaTh KITFOY MMPOBEPKH AIEKTPOHHON MOJIITUCH, XPAHSIIIUNCS HA TOKCHE;

e B mnose Bxomgnoii ¢aiin ykazate ¢aitn coolmeHus, sl KOTOporo (HopMHUpOBaaCh
9JICKTPOHHAA TIOAIIUCE,

e B nose Daii noanucHU ykasath (ailil ¢ pacliupeHrueM, CoAepKallui MOIMUCh BXOAHOTO
daiina,

e B nojie AaroputM BeiOpath anroputm nposepku OI1: TOCT P 34.10-2001 wnu 'OCT P
34.10-2012.

B pesynpraTe BBINOJHEHUS OINEpallMM IPOBEPKU 3JEKTPOHHOM IOANMCU IOJIb30BATEIIIO
BBIJIa€TCS COOOLIEHUE C PE3YIbTATOM IIPOBEPKH.

MHopMaLMA 0 ToKEHE
CepHitHEIA HoMEp! I 0025384242

MeTra: I Label

KoHTponbHaA CyMMa: I 93ff562b (0K)

XawmpoeaHue I Moanvce  [POBEPKS NOAMWCH | L IndposaHue I Cmena PIN+ona | HypHan onepauypm

Konrog:
IMETKB OTCYTCTBYET - 3E73766453F305A60 12DB73 2FEEESD34A5A5F 238 - 256 t:;l

BxogHoi daiin:

| C:\Test\text. bt

&N NognMoi:

I C:\TestYressign.sig

ANropuTH
|_ " rocTP 34.10-2001 ¥ rocT 34.10-2012

—MypHan
C_FindObjectsFinal -= CKR_OK
C_DigestInit - CKR_OK

C_Digest -» CKR_OK

C_Digest - CKR_OK

C_VerifyInit -> CKR_COK

C_Verify -» CKR_SIGNATURE_IMVALID
C_DigestInit - CKR_OK

C_Digest - CKR_OK

C_Digest - CKR_OK

C 'l.n'eriEInit - CKR_OK
W

4.5. llludpoBanue/pacuiudpoBanue
[IndppoBanmne BomonHsercs no amroputmy ['OCT 28147-89 B pexkume TaMMUPOBaHHS C
00paTHO CBSA3BIO.

st Toro, utoObI 3amudpoBath ¢aiin o anroputmy ['OCT 28147-89 Tpebyetcst

e BbIOpath BKIaaky LlInpposanmue;



e B noje Ko BeIOpaTh K04 MIM(PPOBaHUS, XPAHALIHICA HAa TOKEHE;

e B 1oje BxoaHoii ¢aiia ykazats (ailin, KOTOPBIH CONEPKHUT UCXOAHBIN TEKCT;

e B rosne BoixoaHoii ¢aiia ykazate ¢aiii, B KOTOPBINA OyAeT 3alucan pe3yabTaT onepanuu
mudpoBaHUs;

® HaXaTh KHOIKY 3amu@poBaTh.

Pesynbrarom omnepanuu mmdpoBaHus sBisieTca  Qailn ¢ pacmmpeHueM  *.enc ¢
3aM(ppPOBAHHBIM COJIEPKUMBIM BXOIHOTO (haiina.

st Toro, utoObI pacmudposats daitna mo anroputmy I'OCT 28147-89 tpedyercs

e BbIOpath BiIaaky llludposanmne;

e B noie Koy BeiOpaTh kiitou mudpoBaHus, XpaHsIIIUicsa Ha TOKEHE;

e B 1osic BxoaHoii ¢aiia yka3zatb (aiiyn, KOTOpbIi coepKUT MHUPPOBAHHBINA TEKCT;

e B mnone BeixoaHoii ¢aiin ykazate umsa Qaiina, B KOTOpBIA OymeT 3ammcaH pe3ysbTaT
orepanuu pacmudpoBaHus;

e HaxarTbh KHONKy Pacumudgposars.

Pesynprarom omeparuu  pacmmdpoBaHus  sBisieTcs  (aii, coaepiKamuid  pe3yibTar
pacmdpoBaHus BXOJIHOTO (haiia.



WMHdopMaLma o ToKeHe
CepHitHBIN HoMep: I 0025334242

MeTHa: I Rutoken ECP <no label=

KoHTponbHaA CyMMa: I 93ff562h (OK)

X3WKMpoBaHHe I Moanvce I MNpoBepka NoanMoK WhiposaHue | Cuena PIN-<oga I HypHan onepauMn I

Konog:

|ECP_ARM_0 - 30

BxonHoi dain:

| C:\Test\text. bet

BeixoaHoi dain:

I C:\Test\encres.enc

|—Dnepau|.-15:|

* Jawwdposanwe  PacwwdpoBaHue

—AypHan
C_FindObjects -= CKR_OK
C_FindObjects -= CKR_OK
C_FindObjectsFinal -> CKR_OK
C_GetAttributeValue -> CKR_OK
C_GetAttributeValue -= CKR_OK
C_GetAttributeValue -= CKR_OK
C_GetAttributeValue -> CKR_OK
C_GetAttributeValue -= CKR_OK
C_Encryptlnit -= CKR_OK
C_Encrypt -> CKR_OK

Pucynok 4

4.6. Cmena PIN-koaa

s cmenst PIN-koma monb3oBarens Tpedyercs:

e mepeiitu Bo BKIaaky Cmena PIN-kona;

e B none Cmena PIN-koxa monb3oBarens Bectit HOBBIM PIN-ko1 B okHO BBeanTe HOBBII
PIN-xon u [TogrBepaute HoBbIit PIN-k07;

e Haxarh KHONIKY CMeHuTh PIN-koz1.
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WMHhOPMALMA 0 TOKEHE

CEPMIAHEIA HOMED: I 0025384242

MeTKa: I Label

KoHTponbHaA CyMMa: I Q3ff562h (OK)

HIUMPOESHWE I Moanuces I MpoBEpka NoAMHCH I WkbposaHwe CmeHa PIN-koaa | #ypHan onepawau

—CmeHa PIN-+0aa nonkzoBaTens
BeenuTe HoBeIA PIM-koAa

Ittttttttt

MoATEEPAMTE HOBBIM PIMN-+0a CMernuTe PIN+oa I

Itttttttttﬂ

—CreHa PIN2

BeeawTe HoBeii PIN2 Ha 3xpaqe BeInonHuTE

—AypHan

C_VerifyInit -> CKR_OK
C_Verify -> CKR_SIGNATURE_INVALID
C_DigestInit -> CKR_OK
C_Digest -> CKR_OK

C_Digest -> CKR_OK
C_VerifyInit -> CKR_OK
C_Verify -> CKR_OK
C_FindObjectsInit -> CKR_OK
C_FindObjects -> CKR_OK
C_FindObjectsFinal -> CKR_OK
C_SetPIN -> CK

[Ipu yauHOM BBITIOJTHEHUH ONEPAIMM OTKPOETCSI OKHO C COOOIICHHEM

PIM-kog yonew o ycTaHoBNEH

st cmenst PIN2 tpeGyetcst

e oTKpbITh BKIaAKy Cmena PIN-koza;
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B mosie CMena PIN2 nakath KHOTIKY BBIOTHHUTE.

[Ipn ynayHOM BBHINOJHEHUH OMNEpPAllMd OTKPOETCS OKHO C COOOHIeHHEM OO0 YCHEeIIHOM
BBITIOJTHEHUH OIIEPALIUH.

4.7. Aypuaua onepaumii
Jist monydenus gaiina xxypHaia onepamuii Tpedyercs:

OTKpPBITh BKIAAKY JKypHan onepanuii;
B noJ1e Beixoanoii aiin asst sxypHasia BBeCTH uMs (Qaiisa, B KOTOPbIi OyJIeT coxpaneH
JKypHaJI OIIEpPaLINi;

Ha)KaTh KHONKY BBIIOTHUTE.

MHDOPMELMA O TOKEHE
CEpMIHBIR HOMED: I 0025334242

MeTka: I Label

KOHTpONBHEA CYMMaE: I 93ff562h (0K)

XawWpoeaHwe I Meanvcs I MpoBepka NoanMo I LUndposarie I CMeHa PIN+ona  HYPHAN onepalm |

BrixogHoM dalin AnA MypHana:

I C:\TestJournal Dbzop

BeinonHuTE

—MypHan
C_Verify -» CKR_OK

€_FindObjectsInit -» CKR_OK

C_FindObjects -= CKR_OK

C_FindObjectsFinal -= CKR_OK

C_SetPIN -= CKR_OK

C_F¥_SetlocalPIN -> CKR_USER_NOT _LOGGED_IN
€_E¥_SetlocalPIM -= CKR_OK

C_E¥_GetJournal -= CKR_OK

C_EX¥_Getlournal -= CKR_OK

C_EX_GetJournal -= C

C_EX Getlournal -=

Iloamuce JKypHaJia onepaumﬁ OCYIICCTBIISICTCA B COOTBETCTBUU C II. 4.3.
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5. Ucnoab3oBanue nporpammsbl B cpeae OC Linux, FreeBSD, Mac OS

5.1.3anmyck nmporpamMmmMbl
Hust OC Linux, FreeBSD, Mac OS APM Ilonbs3oBarenst Pyroken DI 2.0 peanuzoBaH B BUje
ucnonHsiemoro Qaiina userARM. [[ist ero 3amycka HEOOXOAMMO MIEPEUTH B TIATIKY, COACPIKAIILYIO
UCIIONTHSAEMBIH (Daii ¥ BBHIOJIHUTH CJIEAYIONIYI0 KOMaHYy:

.JuserARM [<komaHaa> [<onuuu u dainbl>]]

userARM — UMs UCTIONHAEMOTO (aiia;

KOMaHAa — 0JIHa U3 BO3MOKHBIX KOMaH/1, OMMCAHHBIX HUKE, HaunHatomlasics ¢ «--» (D11, mposepka
OIl, xsmupoBanue, muppoBaHue/pacinppoBaHre, CMEHa MMH-KO/1a);

onunn — MapaMCTpbl KOMaHAbl, HAYHUHAOMIUCCA C «-»; IMOPAJAO0K OHLII/Iﬁ JOJIDKCH OBITH CTpOro
TaKOﬁ, KaK YKa3aHO B OIIMCAHUH KOMAH/IbI;

daiinbl — ¢aitbl, 3aBucsane oT KoMaHasl. [lopsanok (aitnoB HomkeH OBITh CTPOrO TaKUM, Kak
YKa3aHO B ONMCAHUU KOMAH/IbI.

Ipumeuanue: 1. bubmuoreka PKCS#11 nomkHa HaXOMUTHCS B TOM K€ NUPEKTOPUH, YTO U
ucnonaseMsiid ¢aitn APM Ilons3zoBatens.
2. Ha ycTpoiicTBe MOXKET HaXOIUThCS TOJBKO OJMH KITFOY MOANUCH/IM(POBAHKS U OJUH KIIHOY

MOAMKCH JKypHaJIa.

5.2. Nudopmanus 06 ycrpoiicTBe
HJ’IH MOJIYYCHHA I/IH(I)OpMaI_[I/II/I 00 YCTPOﬁCTBC HeO6XOI[I/IMO BBITIOJIHUTb KOMAHY:

‘ .JuserARM --info
Pe3ynbTaToB TaHHON KOMaH bl Oy/IeT BHIBEJAEH HA DKpaHe:

ID — yHUKaNIBbHBIN UJIEHTU(PUKATOP YCTPONUCTBA;
label — meTka ycrpoiicTBa;

Checksum — koHTpoIIbHAsE CyMMa MHKPOIPOrPaMMBI.

5.3.XamupoBanue
Beruucnenune 3nauenune xsui-pyHkiuu no aaroputmy ['OCT P 34.11-94 BeimonHseTcs mnpu
MOMOIIY KOMaH/IbI

‘ .JuserARM --hash94 -in <infile> -out <outfile>

Boruncnenune 3Hauenue xomi-pynHkuuu no anroputMy ['OCT P 34.11-2012 anuner 256
BBITIOJIHSIETCS IIPU ITOMOIIM KOMaH/bI

‘ ./userARM --hash2012_256 -in <infile> -out <outfile>

Boruncnenue 3Hauenue xom-¢pyHkuud 1o aiaroputmy I'OCT P 34.11-2012 mmumuer 512
BBITOJIHSAETCS PU TTOMOIIIM KOMaH/Ibl
13



‘ ./userARM --hash2012_512 -in <infile> -out <outfile>

rmue
<infile> - ums BxoaHOTO (haiina, A1 KOTOPOro HEOOXOIUMO BBIUUCIUTE 3HAUYEHUE XAI-(PYHIINH,

<outfile> - umst BeIxoaHoro (haiina ¢ pe3yabTaToM paboThl PyHKIUH ¢ pammperreM *.dig.

5.4.2/1eKTpOHHAS MOANMUCH
HOI[HI/ICB Ha KJII0YE€ TOKYMEHTA Ha SKpaHE YCTpOﬁCTBa BBIIIOJIHACTCS ITPHU ITOMOIIIA KOMAHAbI

‘ ./userARM --signinvisible -in <infile> -out <outfile>

rIe

<infile> - ums BxogHOTO daiina, 11 KoToporo HeodxoauMo chopmuposats I,
<outfile> - ums BbIxoHOTO (aiina ¢ pe3yapTaToM paboThl GYHKIUH C palupeHueM *.sig.
ITocne BBoma koman bl signlnvisible neooxoaumo BBectn PIN-ko1 mmos30BaTes.

5.5.1IpoBepka 3J1eKTPOHHOM MOANMCH
[Tposepxka D11 BBITIOTHSAETCS TPU TOMOIIU KOMaH/IbI

‘ ./userARM --verify -in <infile> -out <outfile>

rie
<infile> - ums BxonHOTO (haiina 1y koroporo popmupoBaiack JI1,

<outfile> - uMms BXomHOro (haiia MOAMUCH C paclIUpeHueM *.Sig Uit KOTOPOro HEoOXOIHMMO
nposeputs I,

IIndpoBanue/pacuundppoBanue

IudpoBaHue BBIMOIHAETCS IPU MOMOIIM KOMaHIbI

‘ ./userARM --encrypt -in <infile> -out <outfile>

rne
<infile> - ums BxoaHoro ¢aiina, KOTopslii He00X0IUMO 3aIn(pPoBaTh,
<outfile> - ums BeIxo1HOTO (aiina ¢ pe3ynbTaToM padoThl QyHKINH.

PaCHII/I(l)pOBaHI/IG BBITIOJIHACTCS TP IMOMOIIW KOMaH/Ibl

‘ ./userARM --decrypt -in <infile> -out <outfile>

rne
<infile> - ums BxoaHOTO (aiina, KOTOPBI HEOOXOAUMO paciupoBaTh,
<outfile> - ums BeIX0HOTO (haiina ¢ pe3yabTaToM paboThl PYHKIUH.

ITocne BBoa komaH bl encrypt/decrypt HeoOxoaumo BBectr PIN-K0/1 osib30BaTens.
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5.6.Cmena PIN-koxa

5.6.1. Cmena PIN-koaa mon3oBaTe s
st emenst PIN-koz1a mob3oBartesst HEOOXO0AMMO BBITTOJTHUTH KOMaHTy

./userARM --changePIN

3areMm, BBecTH Tekymuii PIN-kox mons3oBarens B mosie:

Enter PIN:

BBecTd HOBEII PIN-x01 monmp30BaTess B moJe:

Enter new PIN:

5.7./Kypnaa onepauuii
1. TlomyueHue xxypHaia onepanuil BHIIOJHAETCS KOMaH101

./userARM --journal —out <outfile>

rac
<outfile> - ums BIxogHOTO (haiina, comeprKalero KypHai.

ITocne BBoga koMaHabl He0OX0oauMO BBecTH PIN-k01 mosab30Baress B mojie

| Enter PIN:

2. IToanuck JKypHaJia OCYHIECTBIIACTCA IMPU ITOMOIIINU KOMAaH/IbL

‘ .JuserARM --signlnvisible —in <infile> -out <outfile> -journal

rae
<infile> - (paiin >xypHaia, MOJIy4eHHOTO Ha NMPEABIAYIIEM 1Iare;
<outfile> - BEIX0/IHOI (aiin ¢ pe3ysbTaToM ONepaluy MOAMNUCH.

ITocie BBOga KOMaHIbI HCO6XOI[I/IMO BBCCTH PlN'KOI[ IIOJIB30BATCIIA B IIOJIC

Enter PIN:

3. TIpoBepka MOAMUCH KypHAIa OCYIIECTBIISCTCS MTPH IIOMOIINA KOMaHIbI

./userARM --verify -in <infile> -out <outfile>

rae
<infile> - ums BxojHOTO (haiina xypHaa, MoJydeHHOI0 IIpU MOMOIIM KOMaH 16l journal,
<outfile> - ums aiina c pezynpraTrom paboThl QYHKUIUH MOAMNUCH KypHAIa.

ITocne BBOAga KOMaHIbI HCO6XO,[[I/IMO BBCCTH PlN-KOII IIOJIB30BATECIIA B IIOJIC

Enter PIN:




6. Bo3Bpamaembie KO/Jbl OIIMOOK
CooOmiennst 06 ommOKax mpu padboTe ¢ MporpaMMoil BBIIAOTCS Mob3oBarento B MessageBox,

HIDKE TpHUBEJCHA Tadiuia

dbynkuumii uarepdeiica PKCS#11.

COOTBCTCTBHUA JAaHHBIX COO6IJ.[€HI/II71 BO3Bpallla€MbIM 3HAYCHUAM

JJIMHA MOAIMCH

Coo0menne Bo3Bpamaemoe 3HaueHue PyHKUUU KommenTapuu
MessageBox cranaapra PKCS#11
Ommbka TokeHa CKR_DEVICE_ERROR OmumbKa TOKeHa B
nporecce
BBITMIOJTHEHUS
OTepalunu.
HexkoppekTHas CKR_DATA _LEN_RANGE Ha Bxox moganbt
JUTMHA TaHHBIX CKR_ENCRYPTED_DATA_LEN_RANGE | nannbie
HEKOPPEKTHOM
JUTHHEI.
HenpaBunbhbie CKR_DATA _INVALID [ToanuceiBacmbIe
JTAaHHBIE CKR_ENCRYPTED_DATA_INVALID JAaHHBIC HE
COOTBETCTBYIOT
¢dopmary
BBIOpAHHOTO KIF0Ya
OyHKIIUA HE CKR_KEY_FUNCTION_NOT_PERMITTED | ATpuOyTsI Ki1t04a HE
paspelieHa ass MO3BOJIAIOT
JaHHOTO KITF0Ya UCTIOJIB30BaTh €TO
U1 JaHHOU
GbyHKIUY.
[Toanucey HEeBepHa CKR_SIGNATURE_INVALID [IpoBepsiemas
TIOJIITUCH HE
COOTBETCTBYET
BbIOpaHHOMY
COOOIICHUIO
Henpaswieaenii mua- | CKR_PIN_INCORRECT ITuu-xox4 BBEenEH
KO HEBEPHO.
[Mun-xon CKR_PIN_LOCKED [Tonw3oBarens
3a0JI0KHPOBaH MPEBBICUIT
JIOITyCTUMOE YHUCIIO
BBOJIa HEBEPHOTO
TIapOJIs.
HekoppekrtHas CKR_SIGNATURE_LEN_RANGE @aili1, copeprrammi

MOJIITUCH, KOTOPYIO
TpeOyercs
MIPOBEPUTH, BHIOpaH
HEBEPHO.

Toxen OTCYTCTBYCT

CKR_TOKEN_NOT_PRESENT

TokeH He BCTaBJIEH B
CJIOT.

BayTpennss ommbdka

CKR_SESSION_HANDLE_INVALID
CKR_ARGUMENTS_BAD

Token ObLT yHaneH
U3 CJIOTa 710
BBITTOJTHEHUS
ornepanuu / Omrodka
apryMEHTOB.

He obnapyxeHo Hu
OJIHOTO TOKEHA

ToxkeH He BCcTaB/IEH B
CJIOT.
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He ynanocs @daiis1 HeIOCTYIEH

pOYUTaATh (paiin JUIsL 9TE€HUs, 1100
(haiis mycToH.

He ynanocs @Daiin HeNOCTYIIEH

3anmcath (aitn ISl 3aITHCH.

7. AKypHaua coObITHi

B xypHane coxpansiercs netanbHas HH(GOpMaIs o cOOBITUSAX, CBA3aHHBIX C PabOTON TOKEHA,
pe3ysbTaThl JaHHBIX COOBITHI: BhIONHseMas GpyHKuus nnteppeiica PKCS#11, Bo3Bpamaemoe
3HaYeHue (PyHKIMH. 3anKCh B )KypHaI BEIETCS B POHOBOM PEKMUME U BHIBOIUTCS Ha Manenb APM
HOJIb30BATEIIS.

8. TpeGoBanusi 6e30nacHOCTH (PYHKIHMOHMPOBAHUS YTHINTHI
[Tosib30BaTenb HECET NEPCOHAIBHYIO OTBETCTBEHHOCTD 3a COXPAHHOCTh KIIIOYEBOW MH(pOpMaLuy,
CO,I[Gp)KB.H.IGfICH Ha TOKCHC.

Hcnone3ytonmecss AM 10oKHBI ObITh MHULMATU3UPOBaHbl 1pu nomomu APM 3KU «Pytoken
OUIT 2.0». 3anperaercss HHUIUATU3UPOBATh CEPTHPUITMPOBaHHBIE AM HHBIMU IPOTPaMMHBIMHU
U anmapaTHBIMUA CPEJICTBAMHU, a TAK)KE MCIOIh30BaTh Takue AM B pabore.

Ha APM nosnb3oBarenss ¢ yCTaHOBJIEHHOM YTUIUTOW JOJKHO OBITH YCTAaHOBJIEHO TOJIBKO
JMILIEH3MOHHOE ITPOrpaMMHOE obecrieueHre U 00eceyeHo UX CBOEBPEMEHHOE OOHOBJICHHUE.

YcranoBnenHoe Ha APM mnonb3oBatens 110 He MOMKHO comepKaTh CPEACTB pa3pabOTKH WA
OTJaJIKH.

Ha APM nonb3oBarenst ¢ yCTaHOBJICHHON YTHJIMTON JOJKHO OBITh YCTaHOBJIEHO CPEJICTBO
AHTUBUPYCHOM 3a1uThl, cepTudunrpoannoe no tpedosanusim ®Ch Poccun.

[Tpu sxcrutyaraunu APM nosns3oBatens Ha [I9BM nomxHa ObITh OpraHu30BaHa ayTeHTH(PUKALUS
MOJI30BATENSl CPEACTBAMHU OIEPAIMOHHON cucTeMbl. [[oibkHa OBITH pa3paboTaHa TMOTUTHKA
Ha3HA4YECHMs C CMEHBI NTapoJIeil U1 BXOAA B ONIEPALlUOHHYIO CUCTEMY.

Jns oubanorexku NPKCS11ECP.dIl u nucnonasiemoro Moyt APM mosb30BaTens 10KeH ObITh
o0ecrnevyeH KOHTPOJIb LeT0oCTHOCTH: nepea nepBbiM 3amyckoMm [10 CK3U HeoOxoauMo cBEpUTH
KOHTPOJIbHBIE CYMMBI, Haxosiuecs B (aiine ycranosiaenHoro [10 Checksum.exe ¢ 3TaIOHHBIMA
KOHTPOJIbHBIMH CyMMaMH, yKa3aHHbIMH B (opmyisipe. Eciau B mporiecce paboThl mporpamMMbl
Checksum.exe Oyner oOHapyXeHO HECOBIAJE€HHE KOHTPOJIBHBIX cymMM, To pabora ¢ CK3U
3ampeniaercs, J0 MPOXOXKIEHUS TPOIeaypbl BoccTaHoBieHUs TenocTHocTd [10. KonTponb
IIEJIOCTHOCTH JIOJDKCH BBIMOJIHATHLCS MPH KaxkaoM 3amycke [10.

BoccranoBneHue 1ie10CTHOCTH I1O Bo3MOXHO Ipu rnmomouu HOBTOpHOfI YCTAaHOBKH.

JIOJKHBI  BBITIOJHATHCS TPeOOBAaHUS TOJIMTUKUA O€30MacHOCTH, MPHUHATOW B OpraHU3alud, B
o0acTH  pa3MelIeHHs TEXHUYECKUX CpEACTB, 0O0padaThIBalOmUX  KOH(HICHIHAIbHYIO
nH(pOpMaIHIO.

8.1. CnenunajibHble TPeOOBaAHUA

I[OJ'DKHBI BBITIOJIHATHCA CIICAYIOIINUEC CIICHIUAJIBHBIC TpC6OBaHI/I$II
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1. CK3U mnHeoOxomaumo ycranaBnuBaTh Ha I[IOBM, pomymienHele mno TpeOoBaHHAM
nHpopManmoHHOW  Oe3omacHOCTH I 00paOOTKM  HECeKpeTHOW  uHdOopMaIuu
(KOH(UACHIIMAILHOTO XapaKTepa), COTJacHO MPHHATOM B MH(POPMALMOHHOW CHUCTEME
MOJICNIN YTPOo3 (HapYIITUTEIS).

2. B ciyuae Hanuuus B MOJIENIM HAPYLIUTEIS] BO3MOKHOCTEH 110 OCYIIIECTBIICHHUIO IEpexBaTa

oOpabaTteiBaeMOM KPUIITOCPEICTBAMU T10JIb30BATEIbCKOM uHbopMauu c
MCII0JIb30BaHUEM KaHAJIOB ITOOOYHBIX M3JIydeHUH U HaBOJOK, 3amuTa CK3U no ypoBHIo
KC tpeboBanuii [5] moxer ObiTh obOecmeuena mnpu ycranoBke CK3U na TIDBM,
YIOBJIETBOPSIONINE TpeOOBaHUSIM HH(POpMAIOHHOW Oe3onacHocTH, Hanpumep, CTP-K.
[Tpu sTOM 3a1UTa, HAIPUMEP, MOXKET OBITH OOECIIeUeHa MPU UCTIOIb30BAHUH ONTHYECKUX
Pa3BA3BIBAIOIIMX YCTPOWMCTB, YCTAaHABIMBAEMBIX B TPaKTe Imepenadyd MHGopManuu (mpu
€ro HaJIW4Yuu) - JIMHUW CBSI3U, BBIXOJAIIEH 3a Mpeaenbl KOHTPOJIUPYEMOW 30HBI,
HarmpuMmep, KOHBepTopa cpeisl nepexaun uHrtepgdeiica Fast Ethernet «KANCUD MC-
FX/TX-100» ¢pupmsr «Ankamy (KBJXK.467113.023 TV).
B cnyuyae orcyrcTBHs B MOJENM HapyUIMTENs BO3MOXXHOCTEH, IO OCYIIECTBICHHUIO
nepexBata oOpabaTbiBaeMOW KpUIITOCPEACTBAMH HH(POPMAIMU C HCHOJIb30BAaHUEM
KaHAIOB  TMOOOYHBIX M3JIyYeHHH W  HAaBOJAOK, JaHHOE TpeOOBaHWE  HOCHT
PEKOMEHIaTENIbHBIN XapakTep.

3. 3ampemaercs ucnonszoBanne CK3U B momemnieHusx, nperHazHauC€HHBIX IS BEICHHS
MIEPETOBOPOB, B XOJE€ KOTOPBIX OOCYKIAIOTCS BOMPOCHI, COJEpKallie CBEICHUS,
COCTaBJISIIOLME TOCYIAapCTBEHHYIO TalHYy WM KOH(UICHIMAIBLHOIO Xapakrepa, 0e3
MIPOBEJICHUS €T0 CIIeUaIbHBIX UCCIEI0BAaHUN U CIIeUaTbHON TIPOBEPKHU.

9. KoHTpOJIb EJIOCTHOCTH

Jns oOecrieueHHsT KOHTPOJIS LEIOCTHOCTH Moayned (mns ypoBHa 3amutel KC1)
UCMONb3yeTcsl yTuiuTa KoHTposss uenoctHoctu Checksum.exe, Bxonsdimias B COCTaB
muctpuOyruBa CK3U «Pyroken DLII 2.0». IlpoBepka ocyuiecTBisieTcs B COOTBETCTBHH C
anroput™MoM xauupoBanus 'OCT P 34.11-94.

YTunuTa KOHTPOJIS LETOCTHOCTH MPEJICTaBIsAeT cOO0M MPUIOKEHNE KOMAaHTHONU CTPOKH .

Ilepen 3amyckoM YTHJIUTBI HEOOXOAMMO cO3AaTh (hailyl, colepaliuil X>II-3Ha4eHus
koHTposmpyembix daitio (UserARM.exe, rtPKCS11ECP.dII, Checksum.exe) u myti k HUM: B
Hayaje CTPOKM YKa3bIBAaeTCid INPEABAPUTEIBHO BBIYHUCICHHOE 3HAUY€HUE Xd3UI-QYHKIUH,
neyaTaercs JBa npoOena, 3aTeM yKas3blBaeTcs MyTh K (aiiily, A7 KOTOPOTrO BBIYUCISICS X3,
Harpumep:
50c7ef376e75368fccafa00d197ef93bbObcb5c0571d4ed31776f6d7401ace35
C:\\Windows\System32\rtPKCS11ECP.dlI

Jlnia BeimosiHeHus: npoepku ytuiinta Checksum.exe 3amyckaercss B KOMaHAHON CTpOKe
OC Windows mpu oMoy KOMaHIbl

>Checksum.exe file

[ne file — myTs k daiiny, conepkamemy 3Ha4eHUS XOMI-QYHKINN U TYTH K paiaam.

PesynpraTroM OyneT 3aHOBO BBIYUCIEHHOE 3HAYCHHE XOUI-PYHKIUHM Ui YKa3aHHBIX
MOJIyJIel U pe3ysIbTaT €ro CPaBHEHHsS CO 3HAYSHHUEM, NPOITMCAHHBIM B CO3/1aHHOM (aiiie.

B cnydae ucnons3zoBanus yrumutel nog OC tuma *nix file gomxen dopmupoBaThes
peIaKToOpoM, MOIACPKUBAONIMM UNiX-iepeHockl cTpok. Ha takmx OC yrunurta uMmeeT ums
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checksum. ITyte B ¢aiine file momkeH mpomuceBaThCS ¢ Y4ETOM MPOrPaMMHO-ANapaTHOM
1aT(OPMBI.

Jdns  ypoust 3amutel KC2 wucnonasemsiii  moxyns  UserARM.exe/UserARM  u
nuHamuyeckas OubOnmoreka ItPKCS11ECP.dIl/librtpkcsllecp.So nomkHBI OBITH  OXBadeHBI
KOHTpoJieM IienocTHOCTH ¢ nomotibio AIIM/I3, ceprudunupoBannoro mno tpedosanusim ©Chb
Poccun, B cooTBeTCTBUYU C TPEOOBAHUSAMH SKCILTyaTallMOHHOM JokymMeHTauuu Ha ATIIM/13.
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