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AHHOTAIUA

B manHOM TOKYMEHTE M3JI0KEHBI MPaBUiia TOJIB30BAHUS CPEICTBOM KPHUIITOTpadUIeCcKOn
samutel uHpopmanuu (CK3U) «PYTOKEH OHII 2.0». Ilpu wucnonp3zoBanun CK3U
HEOOXOIMMO TAKXKE CIIE0BATh TPEOOBAHUSIM HOPMATHBHBIX U IKCILTYyaTAIMOHHBIX JOKYMEHTOB,
Bxosmux B coctaB CK3M, B 4acTHOCTH, CIIEIYIOMIMX IOKYMEHTOB:

e «APM 3KHN «PYTOKEH DLII 2.0». ITpaBuiia moiabp30BaHUsN»;

e  «APM llons3oBarens «PYTOKEH DIII 2.0». [TpaBuia noiabp30BaHus».

B kadecTBe anmapaTHBIX CPEICTB ISl BRIPAOOTKH KIIFOUEBON MHPOPMAITUU UCTIONB3YETCS
ceprudunrpoBaHHbIi puznueckuii JJCY.

B cocraB CK3U «PYTOKEH 3III 2.0» Bxoaurt:

e CpencTBo 3alIUTHl OT HECAHKIIMOHUPOBAHHOTO JOCTYMA, CEPTU(UIUPOBAHHOE IO

tpeboBanusM OCh Poccun (s ypoHs 3ammuTsl KC2).

e nporpammuslii Moyas APM 3KU «PYTOKEH DLIT 2.0».

e Amnmnaparssiid Mmoayias «PYTOKEH DUIT 2.0» (KB/12K.468244.065).

e ABromaTu3upoBaHHOe pabOouee Mmecto nonb3oBarenst (APM Ilosnb3oBarens)

«PYTOKEH BLII 2.0» B KOMILICKTAIIUN:
o mporpammMHubiil Moayas APM Ilons3oBatens «PYTOKEH DIIT 2.0»
=  juHamuueckas ouoimmorexka PKCS#11;
» yrumura APM Ilons3oBarens (ucrnonasemsi daiin)?;
o APM Ilonb3oBarens. Molysib KOHTPOJIS LIEJIOCTHOCTH.

Mpumeuanne 1. Ncnonusiemsrit ¢aitn yrunutst APM [Nonw3osarens «PYTOKEH DI 2.0» moxer He
BXoauTh B coctaB CK3U.
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1. O0mme MoJI0KEeHUA

CK3U1 «PYTOKEH 3UII 2.0» nogxmouaercs mo mmae USB k [I9BM u npennaznaueHo
Uit rdpoBaHus, ayTeHTHU(UKALMK, BHIYUCICHUS U MPOBEPKHU 3ekTpoHHOoU noanucu (1) u
0e30MacHOT0 XpaHEeHUSI IaHHbIX.

CK31U «PYTOKEH OIII 2.0» npomyckaercs 3amuiiaTh TOJIBKO HECEKPETHYIO,
OTPaHUYEHHOTO PACIPOCTPAHEHUSI HHPOPMALIUIO.

CK31U «PYTOKEH OIII 2.0» peanusyer (GYHKIMU BBINOJHEHUS W IPOBEPKH
AJIEKTPOHHOH MOATNHKCH TOJIBKO B aBTOMATUYECKOM PEXUME.

Sammmaemas u 3amuiieHHas npu nomomm CK3U «PYTOKEH SLIT 2.0» uadopmarnms
npeJcTaBisieTcs B BUjae ¢aiina.

Cepruduranus CK3U «PYTOKEH OIII 2.0» pacnpocTpaHseTcss HCIOIb30BaHUE
OTeueCTBeHHBIX Kpunrorpapudeckux anroputmoB: ['OCT 28147-89, TOCT P 34.10-2001,
I'OCT P 34.10-2012, TOCT P 34.11-94 u T'OCT P 34.11-2012, — npu oO0s3aTepbHOM
BBITTOJIHEHUH CIIEIYIOUINX YCIOBHUIL:

e Hcnonb3yromuecs AM OJKHBI ObITh MHUIMATU3UPOBaHbI pu nomouu APM 3KHU

«PYTOKEH DLII 2.0». 3anpemiaercsi MHULMATU3UPOBATH CEPTUGULUPOBAHHBIC
AM WHBIMU MPOTPAMMHBIMU H aNMapaTHBIMUA CPEJCTBAMH, a TAK)KE HCIOIh30BaTh
takue AM B paborte.

e OOwexTel ¢ KIOYEBOW wWH(pOpMAIMEl, 3amuMcaHHble B mamsitb AM mpu ero
uanimmamzammn - Ha APM 3K «PYTOKEH OHIT 2.0», He ™oryr OBITH
niepe3anycanbl WK yJaleHbI.

UcnonszoBanne anropurmoB 'OCT P 34.10-2001, T'OCT P 34.11-94 Bo3moxno 10 31

nexabps 2018 rona.

[Tepuon menpepwiBHOM padotel CK3U «PYTOKEH DIIT 2.0» He momkeH mpeBbImaTs |
CYTOK.

CK3U «PYTOKEH D1II1» maet BO3MOKHOCTB:

e ¢opmupoBare Ha APM 3KU u skcnoprupoBate B AM «PYTOKEH OJULII 2.0»

KITFOUYEBYIO HHPOPMAIIHIO;

e dopmupoBate B AM «PYTOKEH DHIT 2.0» xmoun mudppoBanus, kmoun I,
KJrouu nposepku OlT;

e mmdpoBaTh/pacmiuPpoBHIBaTh BHEIIHUE JAaHHBIC, MEepeAaBacMble B H3JEIHE uepe3
USB noprt [19BM, B pexxume rammupoBanus B cootBerctBun ¢ ['OCT 28147-89;

e mudpoBaTh/paciinPpoBHIBATh BHEIIHUE JAHHBIE, MEpeAaBacMble B H3JEIHE Yepe3
USB nopt I[19BM, B pexxuMe raMMUpOBaHUsl ¢ OOpaTHOM CBSA3bIO B COOTBETCTBUU C
['OCT 28147-89;

e  BbIpabaThIBaTh UMUTOBCTABKY Ha JaHHBIE B cooTBeTCTBUU ¢ [[OCT 28147-89;

e mmdpoBaTh U XPaHUTh BO BHYTPEHHEW MaMaATH WHGPOpPMAIUIO, TEPEIaBAEMYIO B
uznenue yepez USB nopt [19BM;

e mmdpoBaths «po3padHo» Bee conepxkrumoe EEPROM-namsaru mo anroputmy 'OCT
28147-89;

e ¢opmupoBats u nposepats I ganneix no anropurmy 'OCT P 34.10-2001, 'OCT
P 34.10-2012 ¢ ucnonp3oBanueMm anroputmoB xaumposanus ['OCT P 34.11-94,
I'OCT P 34.11-2012, cOOTBETCTBEHHO.

s KOppekTHOM paboThl peaTn30BaHHBIX aJTOPUTMOB HEOOXOAMMO BBIIOJHUTH

ciemyromye TpeOOBaHMUS.



|. /[na obecneuenus cmoiikocmu u céoticme 1.

DneKTpoHHas MOANUCH MpeAHa3HaueHa UId ayTeHTH(QHUKALUUU JIHIA, [OAMHCABIIETO
JIeKTpOHHOE coobmienne. Kpome Toro, wucmonb3oBanue Ol mpemocTaBiisieT BO3MOXHOCTH
o0ecreunTh CIeIyIoIINe CBONCTBA P Nepejaue B CUCTEME MOAMNCAHHOTO COOOIIEHUS:

®  OCYIIECTBUTH KOHTPOIIb IIEIOCTHOCTH MEePEAaBacMOro MOAMUCAHHOTO COOOIICHHUS,

e  JI0Ka3aTeJIbHO MOJATBEPAUTH aBTOPCTBO JIUIA, TOANKUCABIIET0 COOOIIECHHE;

®  3AIUTUTH COOOIIEHUE OT BO3MOXKHOM MOJICIIKY.

s oOecriedenust 3asBIeHHbIX CcBOMCTB OIl mpu pa3BepTHIBAaHUU CETH CBSA3H,
3anuieHHol ¢ ucnonb3oBanuem CK3U, tpebyercst obecrieunTs:

1. HeBo3moxHOCTH OTKa3a abOHEHTA, MOMKUCABILEr0 COOOIIEHNHEe, OT CBOEH MOJIUCH.
Jlist aTOro MoJpKHA OBITH BBIOJIHEHA IMPOLEAypa 3aKperuieHus napbl kimoueil DI1
(kJTFOY MOKMCH U KITFOY MTPOBEPKH MOJIKCH) 32 aIMHHUCTPATOPOM OE30MACHOCTH H
KOKIbIM a0OHEHTOM. Hampumep, Kaxaplii aOOHEHT IOJDKCH JIMYHO SIBUTHCS B
ynoctoBepsitoruii 1ieHtp (Y1) u pacnucatbes 3a BlaJeHHE CEPTUPHUKATOM CBOETO
OTKPBITOTO KJII0YA U CePTU(PUKATOM OTKpBITOTO Kitoya Y11,

Hanexxnoe xpanenue B TaliHe cBoero kitoua Jl1.

3. HeB03MOXHOCTh TOJICIKHA CIPABOYHUKA CEPTU(PUKATOB M CTOI-THCTa aOOHEHTOB.
BrmonnasieTcss ¢ moMmomibio mpoBepku noanucu YL mox ceptudukaramu u cror-
JTUCTOM.

4. Koy DIl 31eKTpOHHBIX JOKYMEHTOB HE JOJKEH MCIONB30BAThCS HHU M KaKUX
VHBIX LEJIEH.

5. Kuroun nposepku OI1 He MOryT OBITH IEpeaHbl MO CETH CBS3U, K KOTOPOH HMeEEeT
JOCTYTI POTUBHHUK, 0€3 UCIOJIb30BAHUS MEXaHH3MOB 3aIIUTHI.

N

Il. [{ns obecneuenus cmotikocmu wugposanusi.

Jiis obecriedeHnst CTOMKOCTH MUGPOBAHUS HEOOXOTUMO:

®  Ha OTKPBITHIC JAHHBIE BBIYUCIATH UMUTOBCTABKY B cooTBeTcTBUU ¢ ['OCT 28147-89;

e  (opmHupoBaHUE CHHXPOIOCHUIKH CIIEAYeT MPOU3BOAUTH ¢ ucnons3oBanuem [1J]ICY;

® MpeaycMOTpeTh B ¢opMaTe NaHHBIX, MOUISKANIMX MIHPPOBAHUIO, UHGOPMAIUIO,
3alUIIAIOIIYIO OT IOBTOPOB paHee MepelaHHbIX COOOIIECHUH.

. [{na obecneuenus cmoiikocmu aneopumma vipabomru obuezo karoda Ha base 'OCT
P 34.10-2001, I'OCT P 34.10-2012.
st obecriedeHnsi CTOMKOCTH airopuTMa BhIpaboTKHM obmiero kimova Ha 6aze [OCT P
34.10-2001, I'OCT P 34.10-2012 HeoOxoaumo:
® @pu Tepefade CHHXPOBEKTOpPA HCIIOIB30BaTh IMPOTOKOJN, ITOATBEPIKIAIOIIHIA
KOPPEKTHBII TIpHEeM Ha CTOPOHE TIIONydYaTells, a TaKke O0ecTeYnBarOIIni
[EJIOCTHOCTH U 3aIIUTY OT TTOBTOPOB;
® KpoMme TOro, aOOHEHT-OTIPABUTENh JOJKEH KaKUM-THOO CrocoOOM (Hampumep, B
MpoIecCe pealn3alii MPOTOKOJa) YOeIUThCs B TOM, YTO aOOHEHT-IONydaTellb
BBIPa0OTal KIIIOY, COBMAJAIONIMK C KIIOYOM, KOTOpPBIA BbIpabOTan aOOHEHT-
OTIIPABUTEb;
e  00ecCreunTh 3aIIUTY OT HecaHKnoHupoBanHoro nocryna (HCJI) kitoya oOMeHa mpu
€ro repeaade B OTKPHITOM BHUJIE.

1.1. IIpoepammHo-annapamHslie cpedvl PYHKYUOHUPOBAHUS

CK3U «Pyroken OLII 2.0» ¢yHKuMOHMpPYET Ha CHEIYIOIUX MPOrpaMMHO-annapaTHBIX
miardopmax:

Windows XP SP3/2003/Vista/2008/2008R2/7/2012/8/2012R2/8.1 (ia32, x64);

Linux;

FreeBSD;



Mac OS (nns xnacca 3amutel KC1).

1.2. Ycaosus sakcniayamayuu

I[Ipu osxcrmyatanun AM «PYTOKEH OIIT  2.0» Heobxomumo  coO0IaTh  MeEpPbI
MPEAOCTOPOKHOCTH M, B TOM UHUCIE, HE JOMYCKaTh MEXaHWYECKUX BO3JCHCTBUM (IaJCHUH,
cotpsicernii, BuOparuu) Ha AM «PYTOKEH DOIII 2.0», a Takxke He mpwiaraTh H3JIUIITHHX
YCHIIMI TIPH €0 TOJICOSTMHEHUH K TIOPTY KOMIIBIOTEPA.

[unana3on pabouux Temmneparyp Ot +5° g0 +50° C
Jwnama3on Temmeparyp XpaHeHHs OT +5° 110 +45° C
HomycTuMas OTHOCUTENbHAS BIAXKHOCTh

Ot 0 no 80% (6e3 koHIEeHCaTa)
BO3IyXa

1.3. Aymenmudgukayus e CK3H «PYTOKEH 3111 2.0»

Ayrentudukamms B CK3U «PYTOKEH OILII 2.0» ocHoBeBaercs Ha PIN-xome
MIOJIB30BATENSA, KOTOPBIM JTOJDKEH COCTOSTh HE MEHee, 4eM u3 6 cuMmBoJIOB (10 32) ¢ JUITMHOU
andasuta He MmeHee 10 cumBoIOB. CHMBOJIBI MOTYT BKIIFOYATh B ce0s1 Kak OyKBBI M IU(PHI, TaK U
3HAKW TPENUHAHUS U T. I, T. €. J00ble CUMBOJBI, KOTOPblE MOXKHO BBECTU CO CTaHAApPTHOMU
KiaBuaTypel. CpoK IEUCTBUS MApOJIs 10 CMEHBI HE JJOJDKCH MPEBBIIIATH 6 MECSIIEB.

B 3aBucumoctu ot BBeneHHoro PIN-koza, npomeamuii ayTeHTUu(GUKAIIIO M0JIb30BaTEh
MOJIy4aeT OJIHY W3 CICAYIOUIUX poJied, paznuyaromnuxcs noinHomouusimu B AM «PYTOKEH
OLIT 2.0»:

e «llonp3zoBarens AM», kOoTOphIi UMeeT npaBo MeHATh cBOM PIN-kox; naHHO# posbio

JOJKHBI 0071a/1aTh KOHeuHbIe rmosib3oBatenin AM «PYTOKEH BT 2.0»;

e «Anmunuctpatop AM», KOTOpBI UMeeT mpaBo MeHATh Kak cBoil PIN-koz, Tak u
PIN-kox nmonp3oBatens; mpaBa afiMuHUCTpaTopa AM HE0OX0AUMBI aIMUHUCTPATOPY
APM 3KN «PYTOKEH DOIIII 2.0» nng BbIIOJIHCHUS WHULNMAIU3anud AM
«PYTOKEH BDUII 2.0» u 3arpy3ku B HET0 KJIOYEBOW HHPOPMAIIUH — CM. TIOKYMEHT
«APM 3KU «PYTOKEH SUIT 2.0». ITpaBuiia moan30BaHUD».

1.4. Tpe6oesaHus 6e3onacHOCMu npu pa6ome c uzdeauem

IIpu 3xcnuyaTanuu M3/ KATETOPUYECKH 3anpeiiaercs:

e paboTaThb Ha KOMIIBIOTEPE, €CJIM BO BPEMs €ro HadajlbHOW 3arpy3KH HE HPOXOJIUT
BcTpoeHHBIH TecT O3V, npeaycmorpenHslil Ha [IDBM;

e ocraBnaThk annapatHbiil Mmoayns «PYTOKEH DL 2.0» 6e3 koHTposIs, B TOM YHCIIE,
IPU yXOJIe MOJIb30BaTeNs ¢ paboyero MecTa,

e ocraBiuaTh [I9BM 0e3 KOHTPOJIS pY BKIIFOUEHHOM MTUTaHUH;

®  BHOCHUTH Kakue-1100 u3MeHeHus B nporpammuoe obecrnieuenue CK3U;

®  HCIIOJIB30BATH KJIIOUM CBBILIE CPOKA, YKA3aHHOTO B HACTOSALIMX ITpaBUIIaX.

2. KiioueBble J0KYMEHTbI

2.1. Knaiuesvlie 0OKyMeHmMbl

KitoueBbivMu noxkymentamun CK3U sBistores:



e JIMYHBIE KJIIOUYEBHIE HOCUTENN NOJb30BaTesnel — anmnaparHeie Moaynu «PYTOKEH
OUIT 2.0», conepxartue kiatoun mudposanus, kioun I11, kinroun nposepku Ol T;
e [JIIOYEBHIE HOCUTENIM Ul MHCIIOJIB30BaHMSI MPOTrPaMMHO-ANIapaTHBIX CPEICTB
3amutel oT HCJI, copeprkamye Kiroun ayTeHTU(DUKAITUH.
Nudopmanust Ha BBIBEIEHHBIX M3 JeWcTBHs amnmapaTHbix Moayisix «PYTOKEH DI
2.0» MOANEeKUT YHUUTOKEHHUIO B COOTBETCTBUHU C II. 2.3.
[Tapomu mns goctyma k' AM «PYTOKEH OHIT 2.0» (PIN-xomer) sBisitoTcs
NIEPCOHAIILHBIMU MApPOJIIMU U JIOJKHBI COXPAHATHCS B TalHE.

2.2. XpaHeHue K/1104eabiX 00OKYMeHmMo8

AnmunuctpaTop 0€30MacHOCTM HECEeT OTBETCTBEHHOCTh 3a XpaHEHHE KIFOUEBBIX
nocutenent s [TAK 3ammrer ot HC/I.

KitoueBbie HOCHUTENM TMOJNBb30BATENEH [OJKHBI XPAaHUTHCS B JIMYHBIX ceidax wuiu
HEIOCPEICTBEHHO Y I0JIb30BaTENEH.

2.3. YHuumooiceHue K/a104eabiX d0OKYyMeHMoa

YHUUTOKEHUE  KIIFOYEBBIX  JIOKYMEHTOB  OCYILIECTBJSECTCS MYTEM  pa3pylICHUA
anmaparnoro moayns «PYTOKEH OIII 2.0» B o6actu MUKpOKOHTpoOIIepa U (hIdII-NaMsTH €
MMOMOUIBIO KYCaY€K WM APYTUX UHCTPYMEHTOB.

BwmecTo yauutoxkenuss AM MOkKeT BO3BpaILaThCs MPOU3BOIUTENIO ISl HI3KOYPOBHEBOTO
dbopmatrpoBaHUs U NOCIEAYIOMIEH 3arpy3ku B AM nporpaMMHOro o0ecredeHusl.

Ha kitoueBbie JOKYMEHTBI, OJIEKALIME YHUUTOKEHUIO, COCTABIISIETCS aKT.

2.4. IlaaHoeasa cmeHa Kaiouel

[TranoBast cMeHa KITIOYEBBIX JOKYMEHTOB IPOU3BOUTCS HE PEXe OJJHOTO pasa B 3 TOAa.

AnmuHuCTpaTOp 0€30IacCHOCTH HE TO3]IHEe, YeM 3a MeCSL JI0 IIIAaHOBOW CMEHBI KITHOYEH,
M3BEIAET MOJIb30BATEIICH O MPEACTOAIIEH MIAHOBOW CMEHE KITHOUYEH.

Anmunuctpatop 6ezonacHoct Ha APM 3KU «PYTOKEH BIII 2.0» ¢ nmomorisio
nporpammuoro moxayias APM 3KU (rtECP_ARM_MFC.exe) 3amuceiBaeT B maMsath AM
«PYTOKEH 3ULII 2.0» HOBYIO KJIIOUEBYIO HH(POPMALIUIO U JIEIAaeT COOTBETCTBYIOLIYIO OTMETKY
B «Xypnane nonb3oBareneit». [lopsgok 3amucu kmoueBod mHpopmanuu B AM «PYTOKEH
OUIT 2.0» noxpobHo onucan B nokymeHte «lIporpammusiit monyns APM 3KU «PYTOKEH
OUIT 2.0». [IpaBuia moab30BaHUSY.

[Tonb3oBarens qoimkeH mepuoanyecku (He pexke 1 pasza B 6 mecsieB) MeHATh PIN-kox
AM «PYTOKEH 3LII 2.0».

Kpowme Toro, nepuoguuecku (He pexe 1 paza B 6 MecsIeB) JOJDKHBI MEHATbCS Mapoiy,
ucronb3yemblie st orpanmderus qoctyna k APM 3K «PYTOKEH DHIT 2.0x.

2.5. Cpoku deiicmeus Kawueli

Cpok neucTBus
kmroua OI1 — 3 roxa;
kiroua nposepku I — 15 ner;
3aKpBITOTO KJItoua oOMeHa — 3 roja;



OTKPBITOTO KJIt04a oOMeHa — 3 roja.

3. Yuér CK3U
VYuér CK3U Benercs o perucTpalioHHbIM HOMEpaM, IPUCBAUBAEMBIM KaKJIOMY 3K3EMILIIPY
CK3U. [Ins yuér CK3U cnenyeT GUKCUPOBATH COOBITHSI B CIICTYIONTUX JKypHAIaX:

1. XKypnan perucrpaunu CK3U. B nannom xypHaie GUKCUPYIOTCS BCE PETHCTPALlMOHHbIE
Homepa ucnoiaszyeMbix CK3U, ux cocraB, naeHTH(OHUKAITMOHHBIE HOMEpa
ABTOMATU3UPOBAHHBIX MOYJIEH.

2. XKypnan yuéra KIH04YEBBIX JOKYMEHTOB. B 1aHHOM *kypHaie pukcupyercs, Kakue
KJIFOUEBBIE JOKYMEHTHI 3alIMChIBAIOTCSA HA aBTOMAaTU3UPOBAaHHBIN MOJYJIb.

3. Xypnan naznauenust CK3U. B nanHOM XypHaJie yKa3bIBalOTCS UMEHA MOJIb30BaTeNel U
HoMmepa cooTBeTcTByrOIMX CK3U, BbIIAHHBIX 110JIB30BATENSM.

4. KomnpomeTanusi Kjao4eBbIX 10kyMeHTOB CK3U
«PYTOKEH 21111 2.0»

ITox xommpomerarmedt kmrodeBbix jgokymMmeHToB CK3U «PYTOKEH DOHIT 2.0»
nonumaercs pasriamenue PIN-konoB anmapatasix moayneit «<PYTOKEH DLIT 2.0».

[Tpu komnpomeraru CK3U «PYTOKEH DUII 2.0» nonp3oBartenb JOHKEH HEMEJIEHHO
MPEeKpaTuTh paboTy C JaHHBIM YCTPOWCTBOM U TOCTaBUTh B HM3BECTHOCTh aJMHHHCTpaTOpa
0€30MacHOCTH.

[To ¢akty koMIpoMeTanuu IOJKHO OBITH MPOBEICHO CIy:KeOHOE paccieloBaHUE C
ydactueM AJIMHHHCTpaTopa 0€301acHOCTH.

[locne mpoBeneHus CIy>KeOHOTO paccielOBaHUS BBIIOJIHAETCA YCTaHOBICHHBIM
nopsinkoM  nepenHuimanuzamust  AM - «PYTOKEH OIHIT  2.0». [lepenmHunnmanu3anus
BBITIOJHSETCS TaK K€, KaKk U IPU IJIaHOBOI CMEHE KITIoUei.

5. Kypuaja onepaumii
Kypnam onepanmii MO3BOJISIET XpPaHUTh B  ONEPATUBHOM IaMATH  YCTPOMCTBA
UHpOpPMALIMIO O TMOCHEeNHEH omnepanuu 3JeKTpOHHOW mnoxamucu. Ha chenuansHOM Kirode
MOJIKUCH JXypHaia onepanuil popmupyercst noanuck xypHana. lannas D11 qaer BO3MOXKHOCTh
yJIOCTOBEPUTHCSI, UTO oneparus popMupoBaHus noanuck Oblia mposeaeHa Ha qanHom CK3U.
Kitou moamucu xyprana oneparuii xpanutcs B CK3U «PYTOKEH DIIIT 2.0» u =He
yJansercs Npu CTaHAAPTHOM (pOpPMaTUPOBAHUU YCTPOICTBA.



6. Benenue :xxypHai0B

B naHHOM pasznene npUBOIUTCA PEKOMEHIYEMBIN IIEpEeYeHb U COJAEpKaHUE JOKYMEHTOB
JUIsE AIMUHUCTPATOPOB 0€3011aCHOCTH.
Benyrcs cnepgyroumuye xKypHambl:

1.

«Kypnan  pecucmpayuu  aomuHucmpamopog  6ezonacHocmu», B KOTOPOM
GUKCUPYIOTCS ~ 3apETHCTPUPOBAHHBIC  AJMHHUCTPATOPBl  0€30MacHOCTH,  HX
3aMECTUTENIN U JTOBEPEHHbIE MPEICTABUTEIH.

«Kypnan cobvimuiiy, TOE OTPAXKAIOTCS BCE BAXKHbIE COOBITHS: IUIAHOBAs CMEHa
KITFoueil, (pakThl KOMIOPOMETAIIMH KIIFOUEBBIX JJOKYMEHTOB, HEIITATHBIE CUTYAIIUH.
AJMHUHHCTpPATOPBI 0€30IaCHOCTU JOJDKHBI TaKXKe BeCTH «KypHan nonivzosameneii,
B KOTOPOM 3alUCBIBAIOTCS JaHHBbIE O BBIJAHHBIX I[OJIb30BATENI0 KIIFOUEBBIX
Hocurensx (ammapataeie Mmonmynu «PYTOKEH ODOIHIT 2.0») u o HemTaTHBIX
CUTYaIUAX, MPOU30IISANINX Ha pabounx MecTax ¢ yctaHoBiaeHHbIME CK3U.



7. Uanmnammzanusa AM «PYTOKEH D111 2.0»

Nuunmanuzanust  BBINOJIHSAETCA aJAMUHUCTpatopoMm Oe3zonmacHoct Ha APM  3KU
««PYTOKEH SLII 2.0»».

Mopsmox wanmmanuszanuu AM «PYTOKEH DI 2.0» nmonpoOHO onucaH B JOKYMEHTE
«IIporpammusiii Mmoayins APM 3KU «PYTOKEH DT 2.0». TIpaBuiia monbs30BaHus .

8. TpeboBanus 0e3onacHOCTH GYHKIIMOHUPOBAHUSA PadOUNX MeCT

1.

Hcnons3yronmecs AM I0KHBL OBITh MHUIMATH3UPOBaHbI 1pu oMo APM 3KU
«PYTOKEH BUII 2.0». 3anpeniaeTcss MHUIMAIM3UPOBATh CepTUGHUITMPOBaHHBIE AM
HMHBIMH [IPOTPAMMHBIMH U allllapaTHBIMU CPEJCTBAMH, a TAaK)KE MCIOJb30BaTh TaKUe
AM B paborte

Ha APM mnonp30Batenst TOMHKHO HCIIONB30BAThCS TOJBKO JuieH3noHHoe [10 dpupm-
npousBoauTeneil. B ciyyae HEOOXOIMMOCTH HCHOIB30BAHUS MHOTO HPOTrPAMMHOIO
o0ecrieyeHus1, ero MPUMEHEHHE JOJDKHO OBITh CAaHKIIMOHHUPOBAHO aIMHUHHUCTPATOPOM
6e3onacHocTu. B nr06om ciydae croponHee I1O He NOMKHO colepXaTh CPEACTB
pa3paboTKU M OTIAAKH TPHIOKEHHH, a TaKkkKe COAEpKaTh B cebe BO3ZMOXKHOCTEH,
MO3BOJISIFOIINX OKa3bIBaTh Bo3eicTBUE Ha pyHkunoHupoBanue [10 CK3U.
VYcranonenHoe Ha APM mnonw3zoBatens IO He 10MKHO copepkaTrh CpEACTB
pa3pabOTKU WIN OTIAJKU.

Juis 6ubmuorexku rtPKCS11ECP.dIl u ucnonasiemoro monynss APM (B ciydae ero
HCIIOJIb30BaHU) MTOJIB30BATENS J10JKEH ObITh 00ECTIeYeH KOHTPOJIb 1IEIOCTHOCTH IIPU
nomormu  yrunutel  KBJK.01182.«APM  I[lonw3oBarens. Moaynbs  KOHTPOJIS
nenoctHoctn» (Checksum). KoHTposb 1ETOCTHOCTH JOJKEH BBIIOJHSITHCS IEpel
KaxapiM  ucnonb3zoBanueM CK3W. Eciu B mpouecce paboTbl  IPOrpaMMbl
KBIK.01182.«APM TIloab3oBatens. Moayiab KOHTpods 1enoctHoct» (Checksum)
OyneT OOHapyKEHO HECOBIIaJeHHe KOHTPOJBHBIX CcyMMm, To pabdota ¢ CK3U
3alpeIaercs, 10 NPOX0XKIEHUS IPOLEAYPBI BOCCTaHOBIEHH LieinocTHOcTH [10.
Boccranosnenue unenoctHoctd 1O BO3MOXKHO myTeM yaaleHUsl JUHAMHYECKOM
OUONIMOTEKM M MCIONHSAEMbIX (aiiloB W JApaiiBepoB, BXOIALUIMX B COCTaB
KBbX/1.468244.073. APM TIlonws3oBarens, KBX][.468244.072. APM 3KUN u wux
IIOBTOPHOM YCTaHOBKH C ATAJIOHHOI'O HOCHUTEJIS.

[Iporpammuoe  obecrieuenne CK3UW  wucnonszyemoe Ha IIDBM  nomxzo
KOHTPOJIMPOBATHCSI € MOMOUIbIO cepTuduuupoBaHHoro mno Ttpedosanusm DPCh
Poccun AIIM/I3, KOTOpBIM NHpPOM3BOAUT pPacdyeT KOHTPOJBHBIX CYMM OOBEKTOB
KOHTPOJISI 110 3arpy3ku ornepanuonHoil cuctembl. AIIMJI3 nomkeH BBIYUCISITH
KOHTPOJIbHBIE CYMMBI (ailyloB, yKa3aHHble aJMUHHCTPATOPOM M CPAaBHHUBATh HUX C
ATAJIOHHBIMU 3Ha4YeHUSMU (B cooTBeTcTBUM C JokyMeHTOM KB/[K.468244.065 ®O)
(nns xmacca KC2).

B ciryuae MCIONb30BaHus 1y MHMLMaIn3aiud AM nporpaMmHOro 00CCIICUCHUS
KBbXX/1.468244.072. APM 3KH (npu nmocraBke AM, He MHUIMAIU3HUPOBAHHBIX Ha
MPOU3BOJICTBE), 11eOCTHOCTh Moayiie APM 3KU takxke MOKHBI KOHTPOIHUPOBATHCS
npu oMoty cepruduuupoBannoro AIIM/I3.

B cocras monyseit mporpamMmuoro obecnedeHus, mMOUIEKAIINX TPOBEPKE JTOJKHEI
ObITh BKJIIOYEHBI HCIOJHSEMBbIE MOJYJIU OMNEpalroOHHOW cucrteMbl, moxynu [10
CK3U, a rtaxxke apaiisepa 110 AIIM/3. B cinydae oOHapyKeHHUH MCKaKCHHN



10.

00BekTOB KOHTposist pabora ¢ CK3U 3ampemiaercs, U MOJDKHA OBITh BBIMOJTHEHA

npoueaypa BocctaHoBieHus nuenoctHoctu 110 B cooTBeTcTBHM € 1I. 5.

Pernamentueiii kontposns [0 CK3U pomxkeH BBIMOTHATHCS KaXKIbId pa3 mepes

BritoueHneM CK3H, Ho He peke, 4eM OJUH pa3 B CYTKH.

B ciiydyae HapymieHust 1e10CTHOCTA CUCTEMHOTO nporpaMmMmHuoro odecnieuenus (CI10)

aBromatusupoBanHoro moayins (AM) CK3UM npu paboTe BHYTpPEHHEH CHCTEMBI

KOHTPOJIS, ITOJIb30BATENb JIOJKEH:

O HEMEIJIEHHO MpeKpaTuTh dKciuryaranuio ganioro AM «PYTOKEH DIIT
2.0»;

O COOOIIUTH aJIMUHHUCTpAaTOpy Oe3zomacHOCTH O (akTe HapyUICHHUs
nenoctHocty BHyTpeHHero [10.

AJIMUHHUCTPAaTOp [JOJDKEH BEpHYTh AM Ha MNpPOM3BOJACTBO 10 HHU3KOYPOBHETO

¢dopmarupoBanusi B cooTBeTcTBUU C 1. 11 TlopsaoK BBINOJHEHHS TEXHUYECKOTO

00CITyKHBaHUs, PEMOHT U yTUJIM3AIHS.

Haneueiimas  skcrmutyaranus CK3U «PYTOKEH OIIT 2.0» ¢ HapyumeHHOMR

nesoctTHocThio BHyTpeHHero CIIO He nomyckaercs.

JIOJDKHBI ~ BBITIONHATBCS  TPEOOBAaHUS TIOJIMTUKUA  OE30MAaCHOCTH, TMPHHATOH B

OpraHu3alyy, B O0JaCTH pa3MELIEHUS TEXHUYECKHX CPEeICTB, 00padaThIBAIOLINX

KOH(UICHIMATEHYIO HH()OpMAIIHFO.

Ha IIDBM c ycranoBinenHoit mnporpammoit APM Ilonb3oBarenst AOMKHBI OBITh

BBITIOJIHEHBI CIIEYIOIINE TPEOOBaHUS:

— Ha [IDBM pomxubel ObITh ycTaHoOBieHBI cepTudunupoannsie ®Ch Poccun
AHTUBHUPYCHbBIE CPE/ICTBA;

— HEoOXOIMMO pEryisipHO YCTaHABIMBATh MAKETHl OOHOBJICHUS OE30MaCHOCTH,
OOHOBJISITH AHTUBUPYCHBIE 0a3bI;

— IpU HOJKIIOYEHUHM K OOIIEOCTYNHBIM CETSM Iepelayd JaHHbIX, HEOOXOAUMO
UCKJIIOYUTh BO3MOXKHOCTb OTKPBITHSI M HUCHOJHEHHsS (PalIoB U CKPUIITOBBIX
o0bekToB (Hampumep, JavaScript, VBScript, ActiveX) ©6e3 mnpoBeneHus
COOTBETCTBYIOIIUX IIPOBEPOK Ha MPEAMET COAEpPN aHUS B HHUX IMPOTrpaMMHBIX
3aKJIaJ0K U BUPYCOB;

— JoJKHa OBITh YCTaHOBJIEHA TOJBKO OJIHA OIEpaliOHHAs CHUCTEMa, MPaBOM
YCTaHOBKH U HACTPONKU KOTOPOU JOJKEH 00J1a1aTh TOJIBKO aIMUHUCTPATOD;

— J0JDKHA OBITh OTKJIFOYEHA BO3MOXKHOCTh yJaneHHoro ynpasienus OC;

— cpeactBamu BIOS nomxHa ObITH MCKIIIOUEHA BO3MOXKHOCTH paboTel Ha I1DBM,
€CJIM BO BPEMs €r0 Ha4aJIbHOM 3arpy3Ku HE MPOXOAAT BCTPOECHHBIE TECTHI;

— Heo0X0IUMO MPEeayCMOTPETh MEpPbI, MAKCUMAJIbHO OTPAHUYUBAIOIIUE JOCTYI K
pecypcam CUCTEMBI (CUCTEMHOMY peecTpy, ¢aiiaMm M Karajoram, BPEMEHHBIM
Gaiinam, xypHanam cHCTeMbl, (aillaM MOAKAYKH, KIIMPyeMoil nHdpopmaium),
HEHUCIOJIb3YeMbI€ TPOTOKOJIbI, CEPBHUCHI U CIYKOBI PEKOMEH1YEeTCS OTKIIOUHTD;

— cpeactBamu BIOS nomxHa ObITH MCKIIIOUEHA BO3MOXKHOCTH paboTel Ha I1DBM,
€CJIM BO BPEM$ €r0 Ha4aJIbHOM 3arpy3Ku He MPOXOJAT BCTPOESHHBIE TECTHI;

— B BIOS II9BM onpeznensoTcs yCTaHOBKH, HCKJIFOUYAIOLINE BO3MOKHOCTb CETEBOM
3arpy3ku. He pomxssl npumenarsca [I9BM ¢ BIOS, wuckimouarommm
BO3MOXHOCTbh OTKJIFOUEHUS ceTeBoM 3arpy3ku OC;

— B Hactpoirikax IO BIOS II9BM pomkHBl OBITH OIpeNeNeHbl YCTaHOBKH,
HCKJIIOYAIOUINE BO3MOYKHOCTH 3arpy3Kd ONEpPAlMOHHON CHCTEMBI, OTJIMYHOM OT
YCTaHOBJIEHHOW Ha jkecTKoM aucke (st kiacca KC2);

— B Hactporkax AIIM/I3 Heo0X0AMMO BKIIOYUTH OrpaHMUYEHHE BPEMEHU Ha €ro
MHULMAINA3alMI0 (MUHUMaIbHOE BpeMs oT BkitoueHus [IOBM no momydenus
ynpasnenuss AIIM/I3) (ans kinacca KC2);



— Bxox B BIOS [I9BM nomxkeH ObITh 3aIlUINEH MapojieM C JUIMHONW HE MeHee 6
cumBoiioB (mms  kmacca KC2). Cmena maposis JODKHA TPOU3BOIUTHCS
aMUHUCTPATOPOM HE pexe, ueM 1 pa3 B 6 MecsIes;

— JOKHO OBbITh TmpoBeacHO ormedateiBanue [IOBM ¢ APM Ilomb3oBarens,
HCKIIIOYAIOIee  BO3MOXXHOCTh ~ HECAHKIIMOHUPOBAHHOTO  HM3MEHEHHUS  €ro
anmnapatHoi yactu (11 kinacca KC2).

Cneyua/bHble Mpe608aHuUs

1.

2.

3.

4.

JIOTKHBI BBITIOJHSTHCS CEIYIOIINE CIIeUalIbHbIE TPEOOBAHUS:

CK3U1 «PYTOKEH 3T 2.0» nHeobxonumo ycraHaBiuBath Ha [I9BM, pa3penieHHbIe 110
TpeOoBaHUsIM HMHGPOPMAIIMOHHOW O€30macHOCTH Il  0OpabOTKHM  HECEKPETHOM
uHpopMmanuu  (KOHQHUICHIMAIBHOIO  XapakTepa), COMJIAaCHO  MPHUHATOH B
WH()OPMAITMOHHOM CHCTEME MOJIEIH YIpo3 (HapyIIUTEIs).

B cnyyae Hamuuus B MOJENM HapyLIUTENs BO3MOXHOCTEH IO OCYIIECTBICHUIO
nepexBara 00pabaThIBAEMOI KPHUITOCPEACTBAMH HWH(GOpPMAIMKA C HCIOJIb30BAaHHEM
KaHaJIOB MOOOYHBIX M3Ny4yeHU U HaBOAOK, 3ammTta CK3M Moxer ObITh 0oOecrneueHa
npu  ycraHoke CK3M wa [I9BM, ynosnerBopsitomue  TpeOOBaHUAM
uHpopmanmonnor OezonacHoctu CTP-K wnu anamormynsiM. [Ipu 3ToM 3amura
MOXeT OBITh oOecreueHa UCIOIb30BaHNEM ONTHUECKUX Pa3BS3BIBAIOIINX YCTPOWCTB,
yCTaHaBIMBAaEMbIX B TpakTe nepeaayd uHpopMauuu (IpU €ro HaTU4UH) — JHHHH
CBSI3M, BBIXOIIICH 3a Tpenenbl KOHTPOJIMPYEMOW 30HBI, HallpuMep, KOHBEpTOpa
cpensl mepenaun uHTepdeiica Fast Ethernet «ANCUD MC-FX/TX-100» ®upmsr
«AHKAJl» (KBJI2K.467113.023 TV).

B cnydae orcyrcTBHS B MOAENU HApYUIUTENss BO3MOXKHOCTEH IO OCYIIECTBICHUIO
nepexBara 00pabaThIBA€MON KPHUITOCPEACTBAMH HWH(GOPMAIMKA C HCHOIB30BAaHHEM
KaHaJoB TMOOOYHBIX U3IYy4EHU W HABOJOK, JaHHOe TpeOoBaHHE HOCHUT
PEKOMEHAATENbHBIN XapaKTep.

IIpu pasmemennn I119BM ¢ CK3HM B nomenieHusx, B KOTOPBIX MPUCYTCTBYET peueBas
aKycTH4ecKas M BH3yallbHasi HH(MOpMaIus, cojepikKamias CBEICHUS, COCTABISIONINE
roCyJapCTBEHHYIO TaiiHy M (uiau) yctaHoBieHbI AC W cHUCTEMBI NpHeMa, IepeiadH,
00paboOTKH, XpaHEHHs] U OTOOpakeHUs HH(OpMalMM, COJEp)Kallel cBeneHus,
COCTABJIAIOLIME TOCYJapCTBEHHYI TaiiHy, AC HWHOCTpPaHHOTO HPOU3BOJICTBA,
Bxosimue B coctaB «Pytoken DIII 2.0», 1omKHBI OBITH MOABEPTHYTHI MTPOBEPKAM
10 BBISIBICHUIO YCTPOWCTB, IpeIHA3HAUYEHHBIX [UI1 HErJIaCHOTO IOJY4eHUs
uH(pOpMaLINH.

Beoa CK3MU B 3kcniiyaTanuio

Pabouee wmecto AnmuHuctparopa u Ilonmb3oBarenss JOKHBI  yJIOBIETBOPSTH
TpeOOBaHUAM, U3JI0’KEHHBIM B I1. 8 JTaHHOTO JOKYMEHTA.

Anvmunuctparop u  Ilomp3oBarens CK3M  1omKHBI NPOWTH  COOTBETCTBYIOLIYIO
noAroToBky mo mnpaBwiaM pabotel ¢ CK3U u  M3yduTh OSKCIUTyaTallMOHHYIO
noxkymenTanuio Ha CK3U.

B cnywyae munnmamusanuu AM «Pytoken OILII 2.0» He Ha npousBoacTse, a Ha APM
3KH, nporpammubii  moayns APM  3KW,  aunamuueckas ~— Oubiamoreka
rtPKCS11ECP.dll/librtpkcsllecp.so ycranaBnuBatorcss Ha [I9BM B COOTBETCTBUHM C
noxkymentom KbBJK.468244.072 TIIT «APM 3KU «PYTOKEH OSIUII 2.0». IlpaBuna
MI0JIb30BAHUSY.



B cnywyae munnmanuzanuun AM «Pyroken DOLII 2.0» He Ha mpousBoacTBe, a Ha APM
3KW, AnmuHuctpatop BbINOJMHSIET uHUIManu3zanuio AM «Pyroken OLIT 2.0» B
cootBercTBUU ¢ Jnokymentom KB/[XK.468244.072 III1 «APM 3KU «PYTOKEH SUII
2.0». [IlpaBuna mnonp3oBanus». 3arem AM «Pyroxken OJMII 2.0» nepenaercs
10JIb30BATENIO.

Ha pabouem wmecTe monb3oBaTenss MAOMKHA ObITh YCTAHOBJIEHA JAMHAMUYECKAs
oubmmoreka rtPKCS11ECP.dIl/librtpkesllecp.so, yrunaura KBIXK.468244.073.«APM
[Tonb3oBarens» (mMpu HEOOXOIMMOCTH HCHOJB30BAaHUS) U YTHIWTA KOHTPOJS
nenoctHocty KB/IXK. 01182. «APM Ilonb3oBatens. Moayiib KOHTPOJIS LIETOCTHOCTIY.
ITepen mepBeiM ucnonbzoBanrneM CK3W Tpebyercss CpaBHHTh KOHTPOJIBHYIO CyMMY
nporpammHoro moayins KBIK. 01182. «APM Ilonb3oBarens. Moayiab KOHTpPOJIS
LEIOCTHOCTU» C ATAJIOHHBIM 3HAYCHHEM.

Junamuueckass ~ Oubmmoreka  MPKCS11ECP.dIl/librtpkcsllecp.so wu  yruiwura
KBJIK.468244.073.«APM IMons30Barensy OJKHEI MOJBEPraThCs KOHTPOJIIO
LeNocTHOCTH B cooTBeTrcTBUM ¢ 1. 9 nokymenta KbBJIDK.468244.073 IIII «APM
[Tonw3zoBatens «Pyroken DI 2.0». [TpaBuiia noabp30BaHus ».

JleiicTBHSI B HEIUTATHBIX CUTYAIMSAX
HI/I)Ke HpI/IBe,Z[CHa Ta6nnua C OCHOBHBIM nepequM HCILITATHBIX CI/ITyaHI/Iﬁ nu I[Cf/iCTBPIHMI/I
B cnyqae BO3HUKHOBCHUIA TAKHUX CHTyaHHﬁ.

Ne | HemrratHas curyanus JleiicTBUS TIPU HEIITATHOW CUTYaIlUU

/11

1. | Komnpomerarust B ciaydyae koMmpomeranuu ycTpoicTBa HEOOXOIMMO
yCTpOMCTBa CIIeIOBaTh JICHCTBUSM, ONMUCAHHBIM B 1. 3 JIaHHOTO

JIOKYMEHTA.

2. | Bexon Heobxoamumo COOOIUTH aAMUHUCTPATOPY
ABTOMATH3HPOBAHHOTO 0e30macHOCTH 0 BBIXO/JIE u3 CTpOsI
MOJIYJISI U3 CTPOS ABTOMATH3UPOBAHHOTO MOJYJs M OO0ECIEUUTh €ro

AOCTABKY AIMUHUCTPATOPY 0e30IMacHOCTH JJIA
BBIAICHCHUS IMPUYXH BbIX0Ja U3 CTPOA.

3. | Otka3sl u cbou B pabore | [Ipu oTkazax u cO0sX B paboTe CPEICTB 3aLIMUTHI OT
cpencts 3ammTel oT HC/[. | HCJl, anMunuctpatop ©0€30MacHOCTH, JIOJDKEH
BOCCTaHOBUTH paborocnocobHocTs cpeacts HC/I.
[Tpr HEOOXOIMMOCTH TEPEYCTaHOBUTH IPOTPAMMHO-
annapatssle cpeacrsa HC/I.

4. | Vreps JUYHOTO | YTepss JIMYHOIO  AaBTOMATHU3WPOBAHHOTO  MOJIYJIA
aBTOMAaTU3UPOBAHHOTO MIPUBOAUT K KOMIIPOMETALIUU YCTPOUCTBA.
MOZYJISI.

5. | Otka3sl u cbou B pabore | [Ipy oTkazax u cOosx B paboTe MNPOrpaMMHBIX
MPOTPAaMMHBIX  CPEACTB | CPEZICTB, B CJIEJACTBUU HE BBISIBICHHBIX paHee OMIHOOK

BCJIE/ICTBHE HE | B MPOrpaMMHOM  00€CHeueHUH,  HEeoOXOJIUMO

BBISIBJICHHBIX paHee | OCTAaHOBUTH PaboTy, JIOKAJIN30BaTh MO BO3MOKHOCTH

omMOOK B MPOrpaMMHOM | IPUYMHY OTKa30B U cOOEB M BbI3BaTh pa3zpaboTUHKa

obecreyeHnu. nanHoro I10 wnu ero nmpeacTaBUTeNs Ui YCTPAHEHUS
NPUYHH, BBI3BIBAIOIINX OTKa3bl U COOH.

6. | Orkasbl B pabore | Ilpu oTkasax B paboTe MPOrpaMMHBIX CpEACTB, B

IMpOorpaMMHBIX CpCACTB | CJICACTBHUU CJ'Iy‘lElfIHOI’O HWJIN  YMBINUICHHOTO HX
BCJICACTBHEC CHy‘I&ﬁHOFO MOBPECIKACHUS, JTUIO0, OTBETCTBECHHOC 3a 0€3011acCHOCTD
WM  YMBIIIUICHHOTO  HX (I)YHKLII/IOHI/IpOBaHI/I}I MNpOrpaMMHLBIX W alllapaTHBIX




TTOBPEXKICHHUS. CPEJICTB, 00s13aHO MIPOU3BECTH ciykeOHoe
pacciefoBaHue 1O JaHHOMY (akTy C  IIeNbIO
YCTAQHOBJICHHSI MPUYMHBI OTKa3a W BOCCTAHOBJICHUS
NpaBUIBHON paboTBl MPOTPaMMHBIX CPEACTB B
YCTaHOBJICHHOM ITOPSIJIKE.

11. TIlopsinok BbINOJHEHHS] TEXHUYECKOTO 00CTYKUBAHUS, PEMOHT U
YTHIM3AludA.
AM CK3U «PYTOKEH 5UII 2.0» Henb3st OCTaBIATh C BKIKOYEHHBIM IINTAHUEM JOJIbIIE, YeM
Ha CyTKH.
B ciyyae BO3HUKHOBEHHSI CUTyalluH, TPEOYIOIIEH MPOBEICHUSI TEXHUYECKOT0 00CTyKUBAHUS,
Tpedyercs
— 00paTUTHCS K IPEICTABUTEIIO MPEANPUATUSI-U3TOTOBUTEIIS;
— YHUYTOXXHUTH KIIFOYM NOJIb30BaTeneu, Xxpausmuecs B AM «Pytoken DLII 2.0» npu
nomout popmarupoBanus yTuiutot «APM 3K ».
— TIepelaTh HEUCIPABHOE YCTPONCTBO MPEACTABUTEIIO MPEANPUATUSI-U3TOTOBUTEIIS;
— COBMECTHO C IIPEJCTaBUTENIEM PEAIPUITUSI-U3TOTOBUTEIS ONIPEICTUTh U O
BO3MOXXHOCTH YCTPAaHUTh IPUUUHY OTKa3za AM.
— B CJIy4ae HEBO3MOXXHOCTH YCTPaHUTh MPUUUHY OTKaza AM, cieayer yTHin3upoBaTh
KJIFOYEBOW HOCUTEJh B COOTBETCTBHHU C M. 2.2. TAaHHOTO JOKYMEHTA.



